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Recall: Adversarial Examples

𝑥𝑎𝑑𝑣 = 𝑥 + 𝛿

𝑓 𝒙𝑎𝑑𝑣 ≠ 𝑦
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Recall: Adversarial Examples

• Deep networks are vulnerable to adversarial examples.

Goodfellow et al. Explaining and Harnessing Adversarial Examples. ICLR’15. 3



Adversarial Videos

• Video is a stack of consecutive images.

• A naïve way to generate adversarial videos:
Use image-based method directly.
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𝑥𝑎𝑑𝑣 = 𝑥 + 𝜖 ∙ 𝑠𝑖𝑔𝑛(𝛻𝑥𝐿(𝑥, 𝑦; 𝜃))

𝐼𝑚𝑎𝑔𝑒: 𝑥 ∈ 𝑅𝐶×𝐻×𝑊

𝑉𝑖𝑑𝑒𝑜: 𝑥 ∈ 𝑅𝑭×𝐶×𝐻×𝑊



Multiplicative Adversarial Videos

• Additive attack:

• Multiplicative attack:

5

𝑥𝑎𝑑𝑣 = 𝑥 + 𝛿

𝑥𝑎𝑑𝑣 = 𝑥 ⊙ 𝛿



Multiplicative Adversarial Videos

• Add-L∞:

• Mult-L∞:
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𝑥𝑎𝑑𝑣 = 𝑥 + α ∙ 𝑠𝑖𝑔𝑛(𝛻𝑥𝐿(𝑥, 𝑦; 𝜃))

|𝑥𝑎𝑑𝑣 − 𝑥| ≤ ϵ

𝑥𝑎𝑑𝑣 = 𝑥 ⊙ α𝑠𝑖𝑔𝑛(𝛻𝑥𝐿(𝑥,𝑦;𝜃))

max(𝑥
𝑎𝑑𝑣

𝑥
, 𝑥

𝑥𝑎𝑑𝑣
) ≤ ϵ Ratio bound



Multiplicative Adversarial Videos

• Add-L2:

• Mult-L2:
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𝑥𝑎𝑑𝑣 = 𝑥 + α ∙ 𝛻𝑥𝐿(𝑥,𝑦;𝜃)
∥𝛻𝑥𝐿(𝑥,𝑦;𝜃)∥2

∥ 𝑥𝑎𝑑𝑣 − 𝑥 ∥2≤ ϵ

𝑥𝑎𝑑𝑣 = 𝑥 ⊙ α
𝛻𝑥𝐿(𝑥,𝑦;𝜃)

∥𝛻𝑥𝐿(𝑥,𝑦;𝜃)∥2

∥ 𝑥𝑎𝑑𝑣

𝑥
∥2≤ ϵ Ratio bound



Signal-dependent Perturbation

• Mult-L∞:

• Mult-L2:
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↕

𝑥𝑎𝑑𝑣 = 𝑥 ⊙ α𝑠𝑖𝑔𝑛(𝛻𝑥𝐿(𝑥,𝑦;𝜃))

𝑥𝑎𝑑𝑣 = 𝑥 + [𝑥 ⊙ α𝑠𝑖𝑔𝑛 𝛻𝑥𝐿 𝑥,𝑦;𝜃 − 1 ]

𝑥𝑎𝑑𝑣 = 𝑥 ⊙ α
𝛻𝑥𝐿(𝑥,𝑦;𝜃)

∥𝛻𝑥𝐿(𝑥,𝑦;𝜃)∥2

𝑥𝑎𝑑𝑣 = 𝑥 + [𝑥 ⊙ α
𝛻𝑥𝐿 𝑥,𝑦;𝜃

∥𝛻𝑥𝐿 𝑥,𝑦;𝜃 ∥2 − 1 ]

↕



Visual Results
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Quantitative Results

• Dataset: UCF-101
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Feature Visualization
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Conclusion
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• Propose a new attack method against video recognition networks: 
Multiplicative Adversarial Videos (MultAV).

• MultAV can generalize to not only Lp-norm attacks, but also 
different types of physically realizable attacks.

• MultAV challenges the defense approaches that tailored to 
resisting additive adversarial attacks. We hope to encourage the 
research community to look into more general and more powerful 
defense solutions for video recognition networks.


